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ABSTRACT

Infrastructure is the basic layer in Enterprise Architecture (EA) methodologies. The
network components, their configuration and security are elements that require
special attention from enterprise architects. According to actual conditions, most
of networks can be identified as small or home/office networks. The increase in
wireless devices has brought an increase in the amount of SOHO networks as well.
The providers of infrastructure for this type of network don’t pay attention to
making their components safer while users face problems making their networks
more secure. SOHO network security is @ major concern to consider. This study
applied a systematic mapping of the literature resulting in the discovery of a
decrease in the publication productivity in this research field despite the high
productivity of researchers in China, India and South Korea.

Keywords: enterprise architecture; small office home office network; literature
review; security; vulnerabilities.

RESUMEN

La infraestructura es la capa basica de las metodologias de Arquitectura
Empresarial (AE). Los componentes de red, su configuracion y seguridad son
elementos que requieren especial atencion por parte de los arquitectos
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LITERATURE REVIEW OF SMALL OFFICE-HOME OFFICE (SOHO) NETWORKS SECURITY
FROM 2017-2022

empresariales. En la actualidad, la mayoria de las redes se identifican como
pequeifas o domésticas. El aumento de dispositivos inaldmbricos también ha
impulsado el crecimiento de las redes SOHO. Los proveedores de infraestructura
para este tipo de red no se preocupan por mejorar la seguridad de sus
componentes, mientras que los usuarios enfrentan dificultades para aumentarla.
La seguridad de las redes SOHO es una preocupacion fundamental. Este estudio
aplicd un mapeo sistematico de la literatura, lo que resulté en el descubrimiento
de una disminucién en la productividad de las publicaciones en este campo de
investigacion, a pesar de la alta productividad de los investigadores en China, India
y Corea del Sur.

Palabras clave: arquitectura empresarial; red de oficina pequefia - oficina casera;
revisidon de literatura; seguridad; vulnerabilidades.

Recibido:18/03/25
Aprobado:08/05/25

Introduction

Many tendencies in the world are currently stimulating the creation of home offices
and small offices [1], especially the evolution and connection of devices.
Entrepreneurship and the new businesses constitution are some of the most
common. Another factor pushing this tendency was the COVID-19 pandemic [2].
During this pandemic, the entire world population was forced to stay home and
change into a new remote work method based on the establishment of home
offices or small offices at their homes. From the perspective of Enterprise
Architecture (EA), this phenomenon demands attention since the analysis of the
infrastructure layer with this methodology relays on its specific characteristics

[3].

Small Office/Home Office Networks, known as SOHO, are the initials used to
describe small local networks [4]. This term is strictly related to the information
technology (IT) field. A traditional SOHO network is composed by “(...) computers,
printers, networking devices as switches and routers as well as Network Attached
Storages or other storage devices” [5]. More complex SOHO networks can include
“(...) TVs on the Smart TV platform, digital video cameras, players and other
microprocessor devices” [4].
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SOHO networks, like many other networks, can be structured in two types of local
area networks (LAN): wired (just known as LAN) or wireless (known as WLAN). In
the specific case of WLAN connections, the amount of SOHO networks is a variable
correlated to the amount of existing WLAN connections and the existing number
of wireless technologies [6]. Therefore, due to the exponential increase of the
number of wireless technologies humanity is experiencing as civilization, the
percentage of SOHO networks is increasing as well [7].

Due to the number and variety of connected devices on the network [8], and their
user-friendly focused design rather than security-based design these devices have
become the source of serious security gaps for SOHO networks [5]. In addition,
the type of equipment used for this kind of networks is very poorly protected [4]
and “major manufacturers of network equipment for use in small corporate
networks do not pay sufficient attention, as they are aiming at simplicity and
cheapness of components to be able to target a larger audience [4]. Unfortunately,
the security considerations in the current state for SOHO WLANs counterbalance
the connectivity advantages, as default settings for wireless access points often
provide no encryption or network protection [7]. Studies prove that the most
serious security gaps on this type of network are related to wireless networks due
to their nature

[5].

Users within SOHO environments may face legitimate difficulties that constrain
their ability to deploy their technology appropriately [7]. SOHO networks are more
vulnerable to network attacks and intrusions, because in most cases, effective
intrusion detecting systems are too expensive for such kind of networks [9]. The
impact of the deficiencies described can result, in the worst case, in the complete
collapse of the network [5]. In the worst cases, it can result in violation of user’s
privacy and confidentiality [10, 11, 12].

In that sense, the aim of this study is to determine the contributions of the
research results in the past years to the SOHO network security study field. To
achieve this objective, the analysis has been carried out using the systematic
mapping technique applied by Melendez et al. [13]. The next section of this article
approaches the systematic mapping process application. Subsequently, the article
describes the results obtained to give an answer to the research questions at issue.

Methods
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The study was carried out using the methodology of literature systematic mapping
used by Melendez et al. [13] and proposed by [14]. In this section the authors will
present elements like the research questions and the gathering of papers
procedure, as well as the selection of paper criteria, the data extraction and
classification parameters.

Definition of the research question
To achieve the objective of the study, three research questions (RQ) were defined:

RQ 1: How did publications about SOHO networks evolve during the last years?
This question is focused on determining how the behavior of publications related
to SOHO networks security has varied over the last past years and what’s the
existing relationship among them. Furthermore, this question aims to analyze the
bibliometric existing relationships between them and to look deeper into their
nature to better understand the evolution on the knowledge associated with this
research field.

RQ 2: Which are the main problems considered in literature affecting SOHO
networks security? With this question the authors pretend to find out if there are
some determined vulnerabilities for SOHO networks security mentioned in the
selected scientific literature, and which is their nature.

RQ 3: What are the contributions of this publications to the SOHO network security
as a knowledge field? The aim of this question is to identify existing solutions
focused on solving SOHO networks security problems and vulnerabilities.

Collection of studies

For the elaboration of the search strings used to recover the papers, the authors
followed the PICO strategy (Population, Intervention, Comparison, Results)
presented by Santos [15]. Only two elements of this strategy were considered to
obtain a wider range of search results. The Population is related to the group of
elements that will be subject to revision. The authors considered as population all
elements that include the keywords “small office home office network” or simply
“"SOHO network”.

By using the expected information, you want to retrieve during the search, as part
of the search string, you get the Results component of the PICO strategy. In our
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case it will be the elements related to network security. In this scenario the
considered keywords were: (“security” AND “vulnerabilities” AND “intrusion”).

The obtained search strings were: 1) (“small office home office network”) AND
(“security” OR “vulnerabilities” OR “intrusion” OR “cybersecurity”) and 2) (*SOHO
network”) AND (“security” OR “vulnerabilities” OR “intrusion” OR “cybersecurity”).
This search strings were executed in scientific online databases as: Scholar Google,
IEEExplore and ScienceDirect.

Selection of studies

The selection of the primary studies to take into consideration was executed during
three different phases. The application of exclusion criteria (EC), through which
the authors will be able to determine which studies will not be considered
admissible for this research, constitutes the first phase. The second phase is to
apply inclusion criteria (IC) that allow us to select the studies that can be relevant
to consider, according to some of their characteristics or variables. Finally, the
validation phase aims to corroborate the pertinence of the selected studies to
answer the research questions previously stated through quality criteria (QC).

For the first phase, the applied EC are mentioned below:

- EC1: studies not published as scientific paper or conference paper.
- EC2: studies published before 2017.

- EC3: studies written in languages different than English or Spanish.
- EC4: duplicate studies.

- EC5: studies from which it is not possible to retrieve the article in digital
format.
- EC6: studies of which the year of publication cannot be determined.

The IC applied to the retrieved set of studies was:

- IC1: studies of which titles and keywords are related to research questions
are accepted.

- IC2: studies whose summaries, introduction or conclusions are related to
the objective of the present study.

The third stage consisted of the validation of the primary studies to answer the
research questions. The QC determined for applying during this research were:
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- QC1: is the study related to the research questions?

- QC2: do the findings of the study contribute or help to answer the research
questions?

- QC3: does the study contain a clear statement of the objectives of the
research?

- QC4: are the objectives appropriately related to the title and keywords of
the study?

- QC5: do the conclusions address the objectives of the research?

As presented in the applied method proposed by Melendez et al. [13] and following
recommendations of other authors [16, 17] the authors assigned scores to every
study during the quality evaluation phase. In case the study meets the evaluated
criteria, its assigned value will be 1, 0.5 in cases where the study partially fulfills
the criteria and O for studies that do not meet the criteria. For the selection of the
studies, a lower limit score was settled in 4. The studies with a total score greater
than 4 were, consequently, considered as primary studies for this research.

Results

The execution of the search string returned 429 studies. In the execution of the
first stage 44 studies were obtained, and in the second stage, 13 primary studies
were achieved. During the third phase application, these studies were reaffirmed
since they obtained scores greater than 4.

Extraction, classification and initial results

For the extraction of information from the selected primary studies were analyzed
using a systematic literature review matrix. The matrix summarizes relevant data
from each study regarding the elements that it approaches. The field defined for
the structuration of this matrix were: the authors names and year of publication,
the type of study, type of publication and country of origin. This type of structured
analysis facilitated the initial understanding of the primary selected studies.

The fields determination to constitute the systematic literature review matrix were
strongly related to the needed analysis to answer the research questions. The
authors names and year of publication allow to make an analysis related to the
Annual productivity and Author productivity. Considering the type of study as a
field gives you a preview about the type of community that is giving more interest
to this subject. This type of publication allows to introduce cluster when analyzing
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the evolution of this research area based on its publications. Finally, considering
the origin country helps to locate the evolution within determined geographical
areas.

Discussion

This section presents the answer to the formulated RQ based on an analysis from
the data extracted from the primary studies.

RQ 1: How have publications about SOHO networks security evolved during the
last years?

During the realization of this investigation, a lot of information about SOHO
networks was found. Despite that, when the subject specifically is its security,
productivity is lower and especially during the last 5 years. This behavior is easily
perceived when consulting Fig. 1. The unstable behavior of annual productivity in
this research field is a concerning element to take into consideration. Furthermore,
no co-citation or co-authorship networks were found between the primary studies.

< <
o
o~
I (=) (=)
2017 2018 2019 2020 2021 2022

Fig. 1 - Annual productivity among primary studies.

Countries like India, China and South Korea had a significant role in the
publications’ evolution during the last years. These three countries have produced,
only by themselves, almost half (46.15%) of the publications that can be found
about this subject. Another observable behavior is that theoretical studies are in
the period after 2019. As observable in Table 1Fig. 1 most of the studies are in the
Eurasian region. In this region there is a considerable dissemination of studies. In
the case of the publications type, the behavior is quite homogeneous, since 77%
of them are journal articles focused on practice studies. As well can be perceived,
in Table 1, most of the studies are oriented toward practical applications and to
problem-solving in this research field. Regarding the authors, it is possible to
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identify some of them with an important productivity in this field of knowledge, in
short periods of time.

RQ 2: Which are the main problems considered in literature that affect SOHO
networks security?

“Network security can be considered as the act of safeguarding multiple networks
containing both open and remote communications, public services among trades,
government institutions and other entities. Network security has expanded into a
major element in any administrative structure” [18]. Also, Kandan et al. [18]
identifies 10 types of attacks among which are:

1) malware attacks

2) identity spoofin

3) sniff attack

4) man in the middle attacks (MITM
5) ARP attacks

6) browser attacks

7) worm attacks

8) botnet

9) DNS spoofing attacks

10) back door attacks

On the other hand, Burlachenko et al. [19], contribute with:

11) MAC spoofing attacks
12) SSL strip

Perera et al. [20] shows some other types of attacks such as:

13) impersonation attacks
14) eavesdropping
15) system intrusions

Sahoo et al. [21] informs about another types of attack:
16) Distributed denial of service (DDoS) attack.

The problems with SOHO networks’ security are the result of two combined
factors: the existence of vulnerabilities and the attack target (2,9). Publications
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focus on either element. In this sense, Kandan et al. [18] established network’s
security vulnerabilities can either be of hardware or software type. Vulnerabilities
are mostly associated with the components of the network. Hardware
vulnerabilities refer to smartphones, firewall, routers, switchers, IoT devices,
among others. On the other hand, software vulnerabilities can be related to TCP/IP
protocol flaws [20], firewall rules, routers vulnerable code [22] and code-execution
vulnerability [23].

Table 1 - Main information on primary studies

Authors (year) Type of Type of Origin Country
Study publication
A. Mani Kandan; G. Jaspher Willsie Kathrine & Alfred Raja Theoretical | Journal India
Melvin (2019) article
Ivan Burlachenko; Iryna Zhuravska; Yevhen Davydenko; Practical Conference Ukraine
Volodymyr Savinov (2018) paper
M.A.D.S.R.Perera; C.U.Hemapala; D.M.R.Udugahapattuwa; Practical Conference Sri Lanka
A.N.Senarathne & A.A.S.R.Amarathunga (2019) paper
Hyung-Jong Kim & Soyeon Park (2017) Practical Conference South Korea
paper
Kshira Sagar Sahoo; Sanjaya Kumar Panda; Sampa Sahoo; Practical Journal Not specified
Bibhudatta Sahoo & Ratnakar Dash (2019) article
Imran; Faisal Jamil & Dohyeun Kim (2021) Practical Journal South Korea
article
Heba A. Hassan; Ezz E. Hemdan; Walid El-Shafai; Mona Theoretical | Journal Not specified
Shokair & article
Fathi E. Abd El-Samie (2021)
Ibbad Hafeez; Aaron Yi Ding; Markku Antikainen & Sasu Practical Journal Finland,
Tarkoma (2018) article Germany &
Netherlands
Saurabh Malgaonkar; Rohan Patil; Aishwarya Rai & Aastha Practical Journal India
Singh (2017) article
Yu Zhang; Wei Huo; Kunpeng Jian; Ji Shi; Haoliang Lu; Practical Journal China
Longquan Liu; article
Chen Wang; Chao Zhang; Baoxu Liu & Dandan Sun (2019)
Yu Zhang; Wei Huo; Kunpeng Jian; Ji Shi; LongquanLiu; Practical Journal China
YanyanZou; article
Chao Zhang & Baoxu Liu (2021)
Nadav Rotenberg; Haya Shulman; Michael Waidner & Practical Journal Israel
Benjamin Zeltser (2017) article
Tohid Jafarian; Mohammad Masdar; Ali Ghaffari & Kambiz Theoretical | Journal Iran
Majidzadeh (2021) article

Source: Self-made

RQ 3: What are the contributions of this publications to the SOHO network security
as a knowledge field?
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Kandan et al. [18] proposes a list of measures for preventing attacks depending
on the type of attack. For instance, “using strong encrypted communication,
Virtual Private Network (VPN) and hypertext transfer protocol secure (HTTPS)”
for MITM type of attacks. For the case of backdoor attacks, it is suggested to
maintain the operating system and Antivirus software up to date because it can
help to clear the payloads created during the attack. The main protection against
these attacks is to have a strong firewall working on the network. On the other
hand, updating the applications can help to protect you from the botnet attacks.
Any unknown link in mail should be checked thoroughly before downloading it. As
smartphones are easy objects for botnet attacks due to command and control, it
is advised to check any package before application installation.

Burlachenko et al. [19] proposes a solution based on the application of the
methodology of multi-agent system (MAS) network protection. With its application
the time metrics of the software protection functions productivity against
heterogeneously distributed deterministic attacks have increased the efficiency by
21%. This is due to the reduction of the time of recognition and localization of the
incident. “"Using the methodology of MAS network protection increases a
network load by 11% on and does not exceed 63% at peaks”. Perera et al. [20]
propose a product called Dynamic Defender. This solution provides the user with
a single device that provides a secure internet connection and secure web
navigation experience. Comprised by four machine learning modules it brings a
solution over the issue where SOHO type and small-scale businesses did not have
internet security and internet quota management for their users. One of its more
important modules is the intrusion detection based on anomalies.

Kim & Park [24] proposes a password management scheme named the SPT
(Secure Password Translator) specially developed for SOHO environments. It
focuses on lowering the vulnerabilities of the network by the protection of its
documentation. This solution helps the companies to manage the strength of
documents in a well-organized manner and in the case of incidents, it can separate
the responsibilities. Moreover, it is a solution that can be applied to SOHO
environments to manage documentation and passwords in a proper manner.
Sahoo et al. [21] widely discusses DDos attacks and the various aspects of this
kind of threat for SOHO networks. Their work represents an important theoretical
contribution to this subject. They propose the emergent field of software-defined
networking as solution to DDos attacks due to its efficiency to detect this specific
type of threat. For this reason, they have proposed a detection scheme for
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discovering DDoS attacks. Furthermore, they clarify a set of future research tasks
that have a high research value.

Jamil et al. [25] express an intrusion detection system based on the ensemble of
prediction and learning mechanisms to improve anomaly detection accuracy in a
network intrusion environment. This article is a good expression of a visible
tendency on integrating artificial intelligence and machine learning to seek more
effective solutions on detecting and mitigate network attacks. During its
application, the solution showed an intrusion detection accuracy over 98%. A
favorable element of this research is its contribution to the structuration of training
and testing models to enable machine learning.

The research of Sultana et al. [26] produces an extensive analysis of techniques
and means employed up to date for intrusion detection. Their analysis goes from
the traditional intrusion detection systems (based on anomaly detection and
misuse detection) to the explanation on the use of machine learning for intrusion
detection. Other techniques such as deep learning for network intrusion detection
systems and software-defined networking (SDN)-based intrusion detection
systems are approached. Moreover, they offer a look into the advantages of the
use of Blockchain for the same purpose. Combinations like blockchain-based
Internet of Things (IoT) or blockchain-based SDN and IoT architecture are
described. As other articles mentioned before, this one provides a list of prominent
open problems and future work directions for the research community.

Hafeez et al. [27] proposes a self-adaptive and semi-supervised learning-based
classification scheme named IoTguard, which predicts traffic class (malicious or
benign) based on the network activity of the device generating that traffic. It
demonstrates that a simple, yet effective, clustering technique combined with in-
depth feature analysis enables real-time traffic classification, without requiring
dedicated hardware, in just 250 MS. “This paper introduces a threat model based
on the most common attacks in IoT landscape and a real-world testbed setup for
collecting network data and device level logs.”

By Malgaonkar et al. [28] the need for a new Wi-Fi security protocol arises. The
security feature followed is encryption/decryption of the data that are being
exchanged. To achieve that goal, the authors start making an interesting review
of currently existing security methods like: WEP protocol, WPA, TKIP and 802.1x.
Their objective was to understand the aspects within their algorithms to evaluate
the protocols and help to make them more efficient. After they apply experimental
design, they arrive at the conclusion that their solution can be used to assess a
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register network configuration and the impact of variation of different parameters
in it.

Zhang et al. [29] proposes a solution SRFuzzer to improve the effectiveness of
SOHO routers by minimizing issues like the lack of input specification, lack of
routers’ internal running states, and lack of testing environment recovery
mechanisms. The framework is fully automatic, and it is centered in multi-type
vulnerabilities of SOHO routers. In comparison with similar products on the
market, SRFuzzer outperformed those three comparative fuzzers in all types of
vulnerabilities. Specifically, it found more memory corruption issues and more
command injection issues than the rest.

Zhang et al. [22] shown a continuation of the priorly shown study. The authors
implemented ESRFuzzer as a prototype tool by integrating the above
improvements into SRFuzzer and deployed it in a realworld environment. Their
objective is to build an automatic fuzzing framework for FWSR and to find as many
vulnerabilities as possible. Improvement in this version of the solution is that it is
based on the detection of the READ-op issue by improving the SRFuzzer with D-
CONF mode fuzzing mechanism. Its performance was outstandingly good
compared with the previous version of the same solution.

The purpose of Rotenberg et al. [23] was to bridge the existing gap between reality
and the known defense strategies to prevent bypassing vulnerabilities over SOHO
routers. They performed an evaluation of authentication bypass vulnerabilities.
The results of this study show a large fraction of misconfigurations and insecurity
issues in configuration of SOHO routers, which stand in sharp contrast to the
awareness of the security and research communities to the vulnerabilities as well
as a large body of work studying related topics.

Jafarian et al. [30] explain, categorize, and compare the state-of-the-art schemes
applied in detecting and mitigating anomalies in SDNs. This paper categorizes the
SDN anomaly detection mechanisms into five categories: (1) flow counting
scheme, (2) information-based scheme, (3) entropy-based scheme, (4) deep
learning, and (5) hybrid scheme. The research gaps and major existing research
issues regarding SDN anomaly detection are highlighted. The review of the studies
revealed that DoS attacks are considered as the most significant external threats
in SDNs. The review of the related studies indicates that different techniques and
methods were used for collecting statistical data, which is a need for the anomaly
detection algorithm.
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Conclusions

The main objective of this study was to determine the contributions that
researchers have made on the SOHO network security field. In RQ1, it has been
possible to identify behavioral patterns in the productivity of the publication. The
productivity around this subject tends to increase but with an unstable behavior,
especially in the last 5 years. Also, publications are in the Eurasian region of the
world with China, India, and South Korea as the most productive countries on the
subject. From RQ?2 it was possible to determine the classification for SOHO network
security problems into attacks and vulnerabilities. The authors also discover
sources of software and hardware clusters vulnerabilities. Furthermore, a list of
sixteen types of attacks that affect SOHO networks was synthetized. By answering
RQ3 it was easy to grasp the conclusion that 77% of the studies are more focused
on practical implementation than on theoretical study.
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